ENMDA445 - Cyber Security / Cyber Security

GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Cyber Security / Cyber Security

Ders Kodu / Course Code

ENMD445

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 5.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

Turkish / English

On Kosulu Olan Ders(ler) /
Precondition Courses

yok.

No.

Amaci / Purpose

Siber glvenlik temel kavramlari, siber saldir ve siber savunma araglari ve yontemleri
hakkinda teorik ve pratik bilgi sahibi olmak. Kritik altyapilardaki sistemlerinin glivenligi
konusunda yetenek sahibi olmak.

To have theoretical and practical knowledge about the basic concepts of cyber
security, cyber attack and cyber defense tools and methods. To have skills in the
security of systems in critical infrastructures.

igerigi / Content

Siber glvenlik saldin ve savunma araglari. Siber glivenlik kapsaminda kritik altyapilar.
Siber saldiri ve savunma yontem teknikleri ve uygulamalar

Cyber security attack and defense tools. Critical infrastructures within the scope of
cyber security. Cyber attack and defense method techniques and applications

Onerilen Diger Hususlar /
Recommended Other
Considerations

Staj Durumu / Internship Status

yok.

No.

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

1. Hackerliga Girig, Yazar: ismail Biilbiil, Poyraz Emre Bingél, Yayinevi: Hayykitap

2. Etik Hackerliga Giris 2, Yazar: Vahap Eren, Poyraz Emre Bingdl, ismail Biilbiil,
Yayinevi: Hayykitap

3. Anurag Kumar, D. Manjunath, Joy Kuri, D. Manjunath and Joy Kuri

4.1TU, “ITU_T X.1205 sayil Tavsiye Karari, Siber Guivenlige Genel Bakis”, 2008

5. Bilgi Giivenligi Politika Konseyi, "Kritik Altyapilar icin Bilgi Giivenligi Onlemleri Uzerine
Eylem Plani, Karar’, s.2,

1. Hackerliga Girig, Yazar: ismail Biilbiil, Poyraz Emre Bingél, Yayinevi: Hayykitap
2. Etik Hackerliga Giris 2, Yazar: Vahap Eren, Poyraz Emre Bingdl, ismail Biilbiil,
Yayinevi: Hayykitap

3. Anurag Kumar, D. Manjunath, Joy Kuri, D. Manjunath and Joy Kuri

4.1TU, “ITU_T X.1205 sayill Tavsiye Karari, Siber Giivenlige Genel Bakis”, 2008
5. Bilgi Giivenligi Politika Konseyi, "Kritik Altyapilar icin Bilgi Giivenligi Onlemleri
Uzerine Eylem Plani, Karar", s.2,

Ogretim Uyesi (Uyeleri) / Faculty
Member (Members)

Dr.Ogr.Uyesi Ali Ozkurt




OGRENME GIKTILARI / LEARNING OUTCOMES

Siber guvenlik, bilgi giivenligi ve siber uzay tanimlarin bilir.

Knows the definitions of cyber security, information security and cyber space.

Siber Giivenlik farkindaligi kazanir.

Gains awareness about Cyber Security

Siber glivenlikte yapilan atak tiplerini bilir.

Knows the types of attacks in cyber security.

Bilisim hukuku, uluslararasi standartlar ve karsi tedbirlerin siber guivenlikle iliskisini izah edebilir.

Explain the relationship between IT law, international standards and countermeasures and cyber
security.

Bilgisayar ve ag giivenligi konusundaki zararl yazilimlarn ve kars tedbirleri bilir.

Knows malicious software and countermeasures on computer and network security.

HAFTALIK DERS iCERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Siber giivenlik problemi, Siber glivenlik temel kavramlari
Siber guvenlik problemi, Siber giivenlik temel kavramlari
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 internet'in tarihi, Siber giivenlik unsurlar ve siiregleri
History of the Internet, Cyber security elements and processes
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Siber uzay ve siber uzayin temel 6zellikleri
Cyberspace and its main features
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Siber Suglar: Kimlik calma ve taklit etme, Bilgisayar korsanhgi
Cybercrime: Identity stealing and impersonation, Hacking
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Siber uzayda terdrizm ve organize sugclar, Siber Hukuk

Terrorism and organized crime in cyberspace, Cyber Law
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Siber saldir kaynaklari, Geligsmis siber saldirilan izleme ve dnleme
Cyber attack resources, Monitoring and prevention of advanced cyber
attacks
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Siber saldin tiirleri, Siber savunma sistemleri
Types of cyber attacks, Cyber defense systems
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Ara Sinav
Midterm
Teorik Dersler / Theoretical Uygulama Lab ?g{ﬁh‘:};:{ﬁgggﬂ\r/‘z Methods On Hazirlik / Preliminary
Technigues
9 Bilgisayarda su¢ sorgulamasi - Terminoloji - Bilgisayarlarda delil
arama ve el koyma - Delil isleme ve rapor yazimi
Computer crime investigation - Terminology - Computer search and
seizure of evidence - Evidence processing and report writing
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁiw:eri/?rr;:(r‘}]ﬁ\rg Methods On Hazirlik / Preliminary
Techniques
10 Bilgi glivenligi ve Kontrolii - Risk yonetimi - Degerlendirme ve tedbir
gelistirme - Guvenlik ve farkindalik egitimleri
Information security and control - Risk management - Evaluation and
precaution development - Security and awareness trainings
. . gretim Yont N -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
Kriptoloji - Veri timlugu - Karsilikli gtven ve kullanici yetkilendirme -
11 Uygulama giivenligi (eposta, web, IP-sec) - Aglarda giivenlik (VPN,

VLAN)

Cryptology - Data integrity - Mutual trust and user authentication -
Application security (email, web, IP-sec) - Security in networks (VPN,
VLAN)
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Atak tipleri ve glvenlik riskleri - Karsi tedbirler - Prensipler ve pratik
guvenlik uygulamalar
Attack types and security risks - Countermeasures - Principles and
practical security practices
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 ISO/IEC-27032 Siber glivenlik rehberi
ISO/IEC-27032 Cybersecurity guide
. . Ogretim Yont - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Siber giivenlikte giincel konular ve genel tekrar

Current issues in cybersecurity and general review
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities Nun}llber Percentage of
Contribution (%)
Ara Sinav / Midterm Examination 1 50
Proje Sunma / Project Presentation 1 50
Toplam / Total: 2 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities Nurr¥ber Percentage of
Contribution (%)
Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Y{izdesi / Contribution to Success Grade(%): 60
Etkinliklerinin Basari Notuna Katki Ylizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
- Sayi/ (Saat) / (Saat) / Total
S e et eEes Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 2.00 2.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 1 40.00 40.00
Bireysel Calisma / Self Study 14 1.00 14.00
Final Sinavi / Final Examination 1 2.00 2.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 1 40.00 40.00
Proje Hazirlama / Project Preparation 14 2.00 28.00
Toplam / Total: 32 87.00 126.00
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Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 126.00/25.00 = 5.04 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 126.00 / 25.00 = 5.04 ~

PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktilari / Program Ciktilari / Program Outcomes
Learning Outcomes 111 (112|113 (114|115 [1.16 [ 1.1.7 | 1.1.8 [ 1.1.9 {1.1.10(1.1.11[1.1.12{1.1.13|1.1.14[1.1.15|1.1.16 [1.1.17

1.Siber glivenlik, bilgi glivenligi
ve siber uzay tanimlarini bilir. /
Knows the definitions of cyber 3 3 3 2 2 2 2 2 2 2 3 2 1 5 5 2 2
security, information security
and cyber space.

2.Siber Guvenlik farkindahg
kazanir. / Gains awareness 3 3 3 2 2 2 2 2 2 2 3 2 2 5 5 2 2
about Cyber Security

3.Siber glivenlikte yapilan atak
tiplerini bilir. / Knows the types 3 3 3 2 2 2 2 2 2 3 3 2 2 5 5 2 2
of attacks in cyber security.

4 Bilisim hukuku, uluslararasi
standartlar ve karsi tedbirlerin
siber giivenlikle iligkisini izah
edebilir. / Explain the
relationship between IT law,
international standards and
countermeasures and cyber
security.

5.Bilgisayar ve ag guvenligi
konusundaki zararl yazilimlar
ve kars! tedbirleri bilir. / Knows
malicious software and
countermeasures on computer
and network security.

Katki Dlzeyi / Contribution Level : 1-Cok Duistk / Very low, 2-Diistik / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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