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GENEL TANIM / GENERAL DESCRIPTION

Ders Adi / Course Name

Ders Kodu / Course Code

EYMD419

Ders Tirii / Course Type

Ders Seviyesi / Course Level

Bachelor / Bachelor

Ders Akts Kredi / ECTS 5.00
Haftalik Ders Saati (Kuramsal) / 3.00
Course Hours For Week

(Theoretical)

Haftalik Uygulama Saati / Course 0.00
Hours For Week (Objected)

Haftalik Laboratuar Saati / Course 0.00
Hours For Week (Laboratory)

Dersin Verildigi Yl / Year 4

Ogretim Sistemi / Teaching System

Daytime Class / Daytime Class

Egitim Dili / Education Language

Turkish / Turkish

On Kosulu Olan Ders(ler) /
Precondition Courses

Bu dersi alacak 6grencilerin temel bilgisayar okuryazarligina sahip olmalan gerekmektedir.

Students who will take this course must have basic computer literacy.

Amaci / Purpose

Siber glvenlik dersi, 6grencilere dijital diinyadaki bilgi ve sistemlerin glivenligini saglama
konusunda temel prensipler, teknikler ve araclar hakkinda bilgi kazandirmayi amaglar. Bu
ders kapsaminda, siber tehditleri tanima, bu tehditlere karsi savunma stratejileri gelistirme,
ag ve bilgi glvenligini saglama gibi konular iglenir. Ayrica, siber guivenlik hukuku, etik
ilkeler ve risk yonetimi gibi dnemli unsurlar da ele alinarak, 6grencilerin siber saldirilara
karsi proaktif ve bilingli bir yaklagim gelistirmesi hedeflenir.

The cybersecurity course aims to provide students with information about the basic
principles, techniques and tools for ensuring the security of information and systems in
the digital world. This course covers topics such as recognizing cyber threats,
developing defense strategies against these threats, and ensuring network and
information security. In addition, important elements such as cybersecurity law, ethical
principles and risk management are also covered, aiming to help students develop a
proactive and conscious approach to cyber attacks.

igerigi / Content

Siber glvenlik, dijital sistemleri, aglar ve verileri yetkisiz erisim, saldiri ve zarar gérmeye
karsi koruma disiplinidir. Amag, bilgi gizliligini, butinliguni ve erisilebilirligini saglamaktir.
Siber glvenlik, tehdit analizi, risk yonetimi, glivenlik duvarlari, sifreleme ve izinsiz giris
tespiti gibi yontemlerle siber saldirilara karsi savunma saglar. Gliinimuzde hem bireyler
hem de kurumlar icin kritik &neme sahiptir.

Cybersecurity is the discipline of protecting digital systems, networks, and data from
unauthorized access, attacks, and damage. The goal is to ensure confidentiality,
integrity, and accessibility of information. Cybersecurity provides defense against
cyberattacks through methods such as threat analysis, risk management, firewalls,
encryption, and intrusion detection. Today, it is critical for both individuals and
institutions.

Onerilen Diger Hususlar /
Recommended Other
Considerations

Yok

None

Staj Durumu / Internship Status

Kitabi / Malzemesi / Onerilen
Kaynaklar / Books / Materials /
Recommended Reading

Bahtiyar M. Paltacrnin 2024 yil basimi (1. Baski) “Teknik, Teorik Bilgilerle, Akademiye
Uygun SIBER GUVENLIK”

Bahtiyar M. Paltacrnin 2024 yil basimi (1. Baski) “Teknik, Teorik Bilgilerle, Akademiye
Uygun SIBER GUVENLIK”




Ogretim Uyesi (Uyeleri) / Faculty Dr. Ogr. Uyesi Polathan KUSBECI Assistant Professor Dr. Polathan KUSBECI
Member (Members)

OGRENME GIKTILARI / LEARNING OUTCOMES

1 Bilgi giivenligi, siber guivenlik, tehdit, zafiyet, saldirn ve savunma gibi temel kavramlar tanimlanir. Defines information security, cyber security, threat, vulnerability, attack and defense

2 Kisisel ve kurumsal veri guivenligi hakkinda bilgi sahibi olur Gains knowledge about personal and institutional data security.

3 Mobil cihazlar ve sosyal medya platformlarinda karsilasilan giivenlik riskleri ve tehditleri tanimlar :;jlaetr;glf’ineq:and explains the security risks and threats faced in mobile devices and social media

4 Ki§isg[ ve Iftirum.sal verilerin korunmasi icin uygulanmasi gereken giivenlik politikalari ve yonetim !.ea.rns. the security policies and management strategies required for the protection of personal and
stratejileri 6grenir. institutional data.

5 Siber saldirilarin tespiti, analizi ve midahale yontemlerini tanimlar Defines the methods of detecting, analyzing, and responding to cyberattacks.

HAFTALIK DERS iGERIGi / DETAILED COURSE OUTLINE
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Hafta / Week

Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
1 Girig ve Temel Kavramlar.
Introduction and Key Concepts
. . gretim Yont .. _—
Teorik Dersler / Theoretical Uygulama Lab '(I:')gl:ﬁi;(?;ri/(?l'r;:cmi\rgz Methods On Hazirlik / Preliminary
Techniques
2 Siber Guvenlige Giris, Temel Kavramlar ve Bilgisayar Guvenliginin
Tarihsel Gelisimi.
Introduction to Cybersecurity, Key Concepts, and the Historical
Development of Computer Security
Teorik Dersler / Theoretical Uygulama Lab ?g;ﬁiﬁ:ﬁgtsgig Methods On Hazirlik / Preliminary
Techniques
3 Siber Aktorler ve Saldin Kavramlari.
Cyber Actors and Attack Concepts
. . Ogretim Yont - _
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlgri/?rgsgig Methods On Hazirlik / Preliminary
Techniques
4 Siber Saldirilar ve Savunma Ydéntemleri.
Cyber Attacks and Defense Methods
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab Ogretim Yontem ve On Hazirlik / Preliminary

Teknikleri/Teaching Methods
Technigues

5 Siber Savas ve Siber Caydiricilik.

Cyber Warfare and Cyber Deterrence
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
6 Siber Ter6r, Terdrizm ve Micadele.
Cyber Terrorism and Counter-Terrorism Efforts
. . Ogretim Yontem ve = .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Technigues
7 Siber Givenlik Farkindalgi Olusturma.
Building Cybersecurity Awareness
. . Ogretim Yoéntem ve . o
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
8 Ara sinav haftasi.
Midterm
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab 'Cl')glzﬁmqeri/(')l'gt:cr:?\i\r,lz Methods On Hazirlik / Preliminary
Technigues
9 Siber Guvenlik ve Sifreleme.
Cybersecurity and Encryption
. . Ogretim Yoéntem ve x .
Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
10 Mobil ve Sosyal Medya Ortamlarinda Guvenlik.
Security in Mobile and Social Media Environments
. . gretim Yont .. -
Teorik Dersler / Theoretical Uygulama Lab '?eglzﬁill(r;;ri/(?rr;aeg;i\r/\z Methods On Hazirlik / Preliminary
Techniques
11 Kisisel ve Kurumsal Veri Guvenligi Yonetimi.

Management of Personal and Institutional Data Security
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Ogretim Yontem ve

Teorik Dersler / Theoretical Uygulama Lab Teknikleri/Teaching Methods On Hazirlik / Preliminary
Techniques
12 Siber Guvenligin Kurumsal ve Ekonomik Etkileri.
Institutional and Economic Impacts of Cybersecurity
gretim YO .
Teorik Dersler / Theoretical Uygulama Lab '?glzﬁ;LT;ri/%Zt:g;li\éz Methods On Hazirlik / Preliminary
Technigues
13 Siber Glvenlik ve Siber Saldiri Analizleri.
Cybersecurity and Cyberattack Analysis
. . Ogretim Yont: - .
Teorik Dersler / Theoretical Uygulama Lab Tgl:ﬁill(rlrt\eri/s)l'r;sgiﬁge; Methods On Hazirlik / Preliminary
Techniques
14 Final Degerlendirme

Evaluation for Final
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DEGERLENDIRME / EVALUATION

. Savi/ Katki Yuzdesi /
Yanyil (Yil) Ii Etkinlikleri / Term (or Year) Learning Activities y Percentage of
Number L
Contribution (%)
Ara Sinav / Midterm Examination 1 100
Toplam / Total: 1 100
Basar Notuna Katki Yiizdesi / Contribution to Success Grade(%): 40
Savi/ Katki Yuzdesi /
Yanyil (Yil) Sonu Etkinlikleri / End Of Term (or Year) Learning Activities y Percentage of
Number o s
Contribution (%)
Final Sinavi / Final Examination 1 100
Toplam / Total: 1 100
Basari Notuna Katki Yiizdesi / Contribution to Success Grade(%): 60
Etkinliklerinin Basar Notuna Katki Yiizdesi(%) Toplami / Total Percentage of Contribution (%) to Success Grade: 100
Degerlendirme Tipi / Evaluation Type:
iS YUKU / WORKLOADS
Siiresi | Toplam Is Yiikii
. Sayi/ (Saat) / (Saat) / Total
SR Er e e Number | Duration Work Load
(Hours) (Hour)
Ara Sinav / Midterm Examination 1 1.00 1.00
Ara Sinav igin Bireysel Calisma / Individual Study for Mid term Examination 1 5.00 5.00
Derse Katilim / Attending Lectures 9 10.00 90.00
Final Sinavi / Final Examination 1 2.00 2.00
Final Sinavi igiin Bireysel Calisma / Individual Study for Final Examination 2 1.00 2.00
Performans / Performance 5 3.00 15.00
Toplam / Total: 19 22.00 115.00

Dersin AKTS Kredisi = Toplam Is Yiikii (Saat) / 25.00 (Saat/AKTS) = 115.00/25.00 = 4.60 ~ / Course ECTS Credit = Total Workload (Hour) / 25.00 (Hour / ECTS) = 115.00 / 25.00 = 4.60 ~
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PROGRAM VE OGRENME CIKTISI / PROGRAM LEARNING OUTCOMES

Ogrenme Ciktilari /
Learning Outcomes

Program Ciktilari / Program Outcomes

1.1.2

1.1.3

1141115 (116|117 | 118 [ 1.1.9 |1.1.10(1.1.11|1.1.12|1.1.13 {1.1.14|1.1.15|1.1.16 | 1.1.17

1.Bilgi glivenligi, siber guvenlik,
tehdit, zafiyet, saldin ve
savunma gibi temel kavramlar
tanimlanir. / Defines
information security, cyber
security, threat, vulnerability,
attack and defense

2.Kisisel ve kurumsal veri
glvenligi hakkinda bilgi sahibi
olur / Gains knowledge about
personal and institutional data
security.

3.Mobil cihazlar ve sosyal
medya platformlarinda
karsilasilan glvenlik riskleri ve
tehditleri tanimlar / Identifies
and explains the security risks
and threats faced in mobile
devices and social media
platforms.

4 Kisisel ve kurumsal verilerin
korunmasi igin uygulanmasi
gereken gulvenlik politikalar ve
yOnetim stratejileri 6grenir. /
Learns the security policies
and management strategies
required for the protection of
personal and institutional data.

5.Siber saldirilarin tespiti,
analizi ve mudahale
yontemlerini tanimlar / Defines
the methods of detecting,
analyzing, and responding to
cyberattacks.

Katki Dlzeyi / Contribution Level : 1-Cok Duistik / Very low, 2-Diisiik / Low, 3-Orta / Moderate, 4-Yuksek / High, 5-Cok Yiiksek / Very high
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